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Overwiev

Summary of the presentation

After having identified the two entities involved in the transmission of information as source and
channel, the logarithmic link between information and probability is highlighted, and the measure
of entropy is defined. The entropy bounds for a discrete source, without and with memory, are
then identified, and highlighted that the entropy gives the minimum possible coding speed. An
example of a finite states Markov source introduces the concept of conditional entropy

We then move on to continuous sources for which the differential entropy has particular aspects,
which make it suitable for comparison between different sources but having the same variance.
It is then shown how the Gaussian source has the greatest differential entropy, and for this
reason it is the preferred model in cases of partial knowledge. A very brief introduction to the
topic of source coding, both without and with loss of information, concludes the first part

Now is the time to operate on two different random variables, and define for them the joint
entropy and two conditional entropies, as well as the more useful average mutual information
1(X; Y), symmetric with respect to the variables, which can be evaluated by combining different
types of entropy, and which leads to the definition of channel equivocation and noise entropy.
The section concludes with the definition of channel capacity and related properties

The last part deals with the application of information theory concepts to biochemical signaling
systems, showing how the variability of chemical reactions can make the biological signal
ambiguous, and cause erratic cellular behavior. Average mutual information /(X; Y') has very
useful properties, but its value can be limited due to a small number of states for the signal. The

section concludes with some comments on how to measure the capacity of biological channe
and how to apply the data processing inequality, bias, and rate-distortion theory to them %
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Now we talk about...

© Nature of information and its measure
@ Historical background and bio-applications perspective
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Signal transmission as information transfer

Measuring the information conveyed by a signal involves the study of

@ the source that emits the signal
> signals can also be encoded, that is, replaced by a new signal that expresses
the same information, but more suitable for transmission
@ the channel that delivers the signal to the recipent, but introduces changes
> these changes cause information to be lost, so that the recipient receives
garbled or even completely incorrect instructions
In telecommunications, information loss is attributed to additive noise, and the
maximum rate of information transfer is called the channel capacity
@ in this context channel capacity can be described and evaluated as a function of
the signal-to-noise ratio at the channel output, and of the channel bandwidth

An analogy with biochemical signaling has been highlighted, as for JAK-STAT

Noise
Transmitted message Intinsic  Extrinsic  Mixed Estimated message |
| (e.g., signal-regulated activity) (e.g., other receptors, pathways) (e.g., cell fate, gene expression)

' ' v

Communication

channel (e.g., STAT) L

A collection of papers about this topic can be found here
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Now we talk about...

© Nature of information and its measure

@ What information is, and its amount
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Information, uncertainty and lack of memory

The information content of a signal depends on the amount of
surprise it arouses when it becomes known

@ the surprise increases the smaller the a priori probability
of observing that signal

Before the event occurs there is a condition of uncertainty

@ the quantity of information received following the
knowledge of a signal measures the reduction of
uncertainty regarding its value

Discrete source of information It's defined as an entity that

@ emits sequences x (n), in which

@ each element x (n) consists of a symbol x, taken from
an alphabet of size L, i.e. k={1,2,---,L}), and

@ each symbol xx occurs with probability px = Pr (xx) which does not depend on n,
that is the source is stationary

Memoryless source Is when the symbols emitted are statistically independent, i.e.
@ indicating with x4, xx a pair of consecutive symbols (i.e. x(n) = x», x(n+1) = x
@ the probability of the second does not depend on the identity of the first, @
i.e. p(xk/xn) = p(xx) = p«
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Amount of information

Knowledge of the symbol x, provides an amount of information defined as
Ik = 1(xk) = log; ,- = —log, px bits
which measures the level of doubt, or uncertainty

@ in observing xx before it occurs
@ if its a priori probability is thought to be py

In this way

@ [y attributes to xx more information, the smaller py is

7
I(x) =-I

6l 10 (x) = -logzp(x)
5 -
4r Base 2 logarithms are evaluated as
3 _ logipa .
N log, o = o102 = 3.322 - logg o
T P
0 1 1 1

0 0.25 0.5 0.75 1

Alessandro Falaschi Information theory Signal Processing & Inform Theory



Consequences of the information measure

The choice
_ _ 1 _ itg
I = 1(xx) = logy - = — log, p« bits
allows us to verify that
Pk ‘ — log, pk ‘ Comment
1 0 e an event taken for granted does not provide information
0 00 e impossible events give infinite information
1/2 1 e a binary choice brings information of one binary digit (0/1) or bit
1/on n e probability 1/4 — two bits, 1/8 — three bits . ..

Furthermore

@ for a memoryless source whose symbols are statistically independent, that is

p (xnxi) = p (xn) P (x)

@ the information of consecutive symbols adds up, i.e.

I (Xn, xi) = — logy prpx = — (logy pr + logy pi) = 1 (xk) + 1 (xk)
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Now we talk about...

© Nature of information and its measure

@ Entropy of a discrete source of information
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Entropy is the average amount of information
for a generic symbol emitted by an information source

Just as the symbols in the sequence can have different probabilities to happen

@ so the information they convey varies over time
We could estimate the time average I, of the information per symbol, but

@ if the pdf px is known, we prefer to perform an ensemble average E {/}, whose

value we call source Entropy Hs, that is

He = E{l} = thlpklk = Z£:1pk log, i = *Zi:ﬂ’k log, px  bits/symbol (1)
representing the average rate of information per symbol conveyed by the sequences
emitted by the source
It can be proved that for an alphabet with L symbols

@ entropy takes its maximum value for equiprobable symbols (px = % con Vk)

Hey = 1371 log, L = log, L bits/symbol

on the other hand

@ for not equiprobable symbols we have H; < log, L, and

@ a non-informative source that always emits the same symbol gives H; = 0

These predicates can be summarized by the inequalities
0<H;<log, L

Alessandro Falaschi Information theory Signal Processing & Inform Theory


https://blogs.sas.com/content/iml/2014/09/19/frequency-of-letters.html
https://teoriadeisegnali.it/libro/html/libro-9.1.html#toc-Subsection-9.1.1

Entropy of binary source

In this case the source has only two symbols {xg, x;} whose probabilities we
denote as pp = p and py = g =1 — p. Thus, its entropy is expressed as

Hy (p) = —plogy p — (1 — p) log, (1 — p) bits/symbol

whose graph is shown as a function of p Entropy of a memoryless binary source
1.0 [ Hy(p)' ‘ ‘ S
The two symbols {xg, x1} can be 08 |
represented by the two binary digits {0, 1},
which in this context are called binit, so as 0.6 - b
not to confuse them with the unit of 04 L 4
measurement of information
(the bit) 0z \|
00 Il Il Il Il p
00 02 04 06 08 10

We can observe that if p # 0.5 then Hp (p) < 1, i.e.
@ for unequal probabilities the source emits information at a rate lower than one
bit/symbol
even though @
@ at first glance we could not use less than one binit to represent each binary sym
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Entropy of an L-ary source

As anticipated, the application of

Hs =34y Pilogy =
to the case of a source that emits non-equiprobable symbols belonging to an
alphabet of cardinality L, determines an entropy value of H, < log, L bits/symbol
Example Consider a quaternary source with
po = 0.5, pp =0.25, p, = 0.125, p3 = 0.125

Computation of the entropy gives Hy = 1.75 bits/symbol,
but at first glance it seems that you can't use less than 2 binits/symbol

How to use an average number of binits per symbol as close as
possible to the true information rate given by entropy?

That's the subject of the techniques called source coding, not
covered in this brief introduction
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Discrete source with memory

This is the case when the source symbols are not statistically independent
Indicating with x = {x1, 2, ..., x,} a sequence of n symbols, their joint
probability can be calculated, by using conditional probabilities, as

p(x) =p(a)p(/x)p(a/x1,x2) ... p(Xa/X1, %2, - - Xn—1) # szl p (%)

Entropy is now evaluated as

Hy, = E{l(x)} = -1 > p(x)log, p(x) bit/symbol

every possible sequence x

where p (x) is the joint probability of a sequence x of symbols, and the ensemble
average is performed over all possible sequences of length n

@ H, is called block entropy, and as n increases its value is non-increasing, i.e.

Hn—l Z Hn Z Hn+1
If n — oo then

@ H, tends to H,, < H;, with equality only for memoryless sources
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Markovian source (with finite memory)

Such a source has the conditional probabilities which depends only on a limited number
of M past output symbols, and is called a Markov source of order M

Example On the rigth, the conditional probabilities
of a first order, binary Markov source are shown, to
which the transition diagram below corresponds

p(0/0) =09 p(1/0) =0.1
p(0/1) =04 p(1/1) =0.6
p(1/0)

@ with M =1, the state of the source depends p(0/0) p(1/1)
on the last symbol emitted, influencing the ‘@a’.
probabilities of the following one

In general, for an L—ary source with memory M

@ it is like there were LV different sources S; (in the example, 2* = 2), each

@ related to the last M symbols emitted (in the example M = 1), and each

@ associated to a different state S; (i = 1,2, - - - L™) of the transition diagram
The entropy of the source is then calculated

@ applying (1) to each state to obtain a conditional entropy H (x/S;), and then

@ the overall entropy is the expectation of H (x/S;) with respect to the probability
density p (S;) that the source would be in the S; state, i.e.

M
Hs = E{H (x/S)} = >_,p(S) H (x/S)
An example is given in the book, where it is also shown that the p (S;) can be obtained as th
components of the eigenvector of the transition probability matrix for the eigenvalue one
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Now we talk about...

© Nature of information and its measure

@ Continuous information sources
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Differential entropy of a continuous source

A continuous information source produces continuous-time signals x (t)

@ in a biochemical context, x (t) could represent the concentration of a
molecule

The well-known expression (1) for the entropy of discrete sources
@ can be extended to the continuous case

@ by considering x (t) as a stationary process described by its the first-order
p.d.f pu (%),
@ arriving to the expression of the differential entropy

h(X) = E{~logops () == [ p()logpc (o (2)

@ with a lowercase h to distinguish it from the discrete case, and
@ called differential because of the following implications
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Peculiarities of differential entropy

Equation (2) differs from discrete-source entropy (1) in the following aspects

Dependence on dynamics
The value obtained for h(X) can be positive, negative or zero, depending on the
dynamics of the random variable X (example), since h(aX) = h(X) + log|a]

Invariance with respect to the mean
The differential entropy does not depend on the mean value of the random
variable, that is, it is invariant with respect to translations h(X) = h (X + ¢)

Comparison between entropy of processes

Since the value h(X) depends on the dynamics of the r.v., the differential entropy
appears to be unsuitable for expressing the absolute information content of a
continuous source; nevertheless

2

differential entropy is very useful for comparing the information
content of continuous sources with equal variance o%, as shown ‘

To this regard, let's evaluate h(X) for a particularly relevant case
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Differential entropy of a Gaussian source

Evaluating h(X) = — [ px (x) log, px (x) dx for the case of a continuous Gaussian

source of information with p.d.f. px(x) = \/ﬂa e_Q we can obtain

he (X) = 3 log, (2mec?)
It turns out that

A Gaussian source has the maximum differential entropy

for any continuous px(x) with the same o2

Principle of maximum entropy
If there is an incomplete knowledge about a stochastic system, the probabilistic
model which produces the maximum entropy is the one that

@ makes less additional assumption, i.e. knowledge | max entropy p.d.f.
@ does not add any further information, so  dynamic A, uniform
@ is the least restrictive and more variance o2 gaussian

uninformative as possible

Confused about the last statement? The sense is that, for example, a uniform pdf
does not inform whether one value is more frequent than another
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Dispersion as an increase in uncertainty

The expression hg (X) = 1 log, (2mes?) shows that
@ the differential entropy for a Gaussian source is log-proportional to the
variance, which measures the dispersion of a r.v.
The consequence is that

@ increasing 02 (and thus hg) corresponds to an increase in uncertainty about
the possible values of the r.v.

The picture on the side expresses this concept
when referred to a r.v. that represents the
response of a biochemical system to a stimulus

.
See Rhee, A. et al, The application of /\
information theory to biochemical signaling

systems. Physical biology (2012), (Link) A

Probability of Response
Adonuj buiseanag

A4
Response \)%
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Sketchy introduction to source coding

This section closes by briefly discussing the limits that information theory places on
@ the parsimonious representation of messages
@ from the point of view of telecommunications

Discrete source
Once an estimate of the p.d.f px for the L symbols emitted by the source is know, we can
@ calculate the source entropy Hs in bits per symbol, and
@ implement a lossless coding technique to obtain a numerical sequence
> with a rate of R binit/symbol such that Hs < R < log, L, so that
@ a decoder can reverse the process and deliver to the recipient the exact values of
the symbols emitted by the source
Lower R speeds can be obtained with more complex encoding algorithms, but
@ there is no way to obtain R < Hs unless information is lost,
> for example by omitting the transmission of parts of the message, and
@ if R < Hs then we have to suffer a distortion D, which

> measures the loss of fidelity of the recovered message with respect to the
original one
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Continuous source lossy coding
and the distortion-rate tradeoff

Continuous signals are subjected to sampling and

@ a (lossy) quantization process to L = 2R discrete values
which produces

@ binary words with R = log, L binits/sample, and

@ a distortion error D

Now
@ D can be made smaller the higher the R number of binits/sample, given that

@ being D inversely proportional to the quantization SNR, we can write
@ D(R) o Ysnrg = /12 = L72 = (2F)=2 = 272

Therefore
@ D exponentially decreases as R increases, and

@ R can be kept low as long as one accepts a distortion D of value D (R)

= known as the distortion-rate tradeoff
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Now we talk about...

© Information measures for a pair of random variables
@ Joint and conditional entropy
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Information dependencies

Similarly to when (in the case of processes) we moved from first-order to
second-order descriptions, involving pairs of r.v.,

@ we now turn our attention to pairs of information messages x and y

@ wishing to analyze their outcomes from an information point of view

@ where the pair of random values x and y can represent one of the following cases

O the outputs of a pair of information sources

O two subsequent values from the same process

QO input and output from a transmission channel

O before and after a quantization process

O feature values and class labels

(O a couple of experimental measures

(O  that could describe the evolution of a biological process

@ and they can be considered to be discrete or continuous in nature

In addition to the entropy of each r.v., they can have
@ information in common, and
@ provide information about each other
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Joint entropy H (X, Y)

Joint entropy considers the two discrete random variables X and Y as

@ a new two-dimensional variable described by the joint p.d.f. p(x, y), and the
marginals p (x) and p(y)

Since the reduction in uncertainty given by the knowledge of a realization of X, Y is
—log, p(x, y), its expectation is called joint entropy and is defined as
H(X,Y)=H(Y,X)=-3_>" p(x.y)log,p(x,y) bits/2D-symbol

The joint entropy is always non-negative, and is bounded between
max{H(X),H(Y)} < H(X,Y) < H(X)+H(Y)
where

@ H(X,Y)=max{H(X),H(Y)} is true iff
> there is a deterministic dependence between the variables

> why the max? Because they could have different sized alphabets, or the
dependency be not bijective

® H(X,Y)=H(X)+H(Y)is true iff
> the r.v. are statistically independent, i.e. p(x,y) = p(x)p(y)

In the case of continuous variables, their joint differential entropy is defined as

h(X,Y)=~[ [ p(x,y)log, p(x,y) dxdy
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Conditional entropy H (Y /X)

We already encountered it when discussing finite memory (pag. 15) information sources
The conditional entropy H (Y /X) expresses

@ the average residual uncertainty related to the r.v. Y when X is known
The residual uncertainty for a given value pair (x,y) is given by

I(y/x) = —log, p(y/x)
so that the conditional entropy H (Y /X) is defined as

@ the ensemble average of /(y/x) with respect to any (x,y), i.e. Ex,y {I(y/x)}

evaluated as

H(Y/X)=->", E p(x,y)log, p(y/x) boundedas 0 < H(Y/X) < H(Y)

where

@ H(Y/X)=0 iff p(y/x) is not a p.d.f. but a deterministic function, and

@ H(Y/X)=H(Y) iff X and Y are statistically independent, ie p (y/x) = p(y)
To delve deeper into the meaning of these results, let's take a few more steps
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Relation between conditional and joint entropies

Let us show that H (Y /X) = H(X,Y)— H(X)

Indeed, being p (y/x) = %, H (Y /X) is rewritten as

H(Y/X) = —5.5,p(x,y)log, 253 =

= —LE,p(x,y)log, p(x,y) + ExZ,p(x,y)log, p(x) =
= H(X,Y) - H(X)
after having performed the substitution X, p (x,y) = p (x) on the second member
The result H(Y/X) = H(X,Y)— H(X) means that
@ since the knowledge of X brings an average information H (X)
@ to resolve the uncertainty on Y it is sufficient to use only H (X, Y) — H(X)
additional bits of information (on average)
Stated otherwise, the residual average uncertainty H (Y /X) is equal to
@ the average joint uncertainty H (X, Y)

@ minus the average information obtained from the knowledge of X
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Backward conditional entropy, or H(X/Y)

Things don't change much if we consider X conditioned by the knowledge of Y/

Carrying out similar steps to those already seen we can arrive at the expression
H(X/Y)=H(X,Y)—H(Y)
which, if combined with H (Y /X) = H(X,Y) — H(X), allows us to state

@ a result formally equivalent to Bayes' theorem (in log terms), that is

H(Y/X)=H(X/Y)+H(Y)—-H(X)

The conditional differential entropy for continuous variables is defined as

h(Y/X)=~[ [ p(x,y)logs p(y/x)dxdy = — [ p(x) [ p(y/x)log, p(y/x) dydx

Signal Processing & Inform Theory

whose values, however, may also be negative or indeterminate
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Now we talk about...

© Information measures for a pair of random variables

@ Average mutual information
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Average mutual information /(X;Y)

Unlike H(Y/X) and H(X/Y), the average mutual information /(X; Y)
@ is symmetric with respect to X and Y/, since
@ mutual information relating to the pair x, y is defined as I, = log, m, so that
@ when the expectation Ex y {l,,} is evaluated we get

pxy)
(X Y)=1(Y; X x,y) log, 3
bounded as ( ) )= Z z p(x.y)log P(X) (v) 3

0< 1(X;Y) <min{H(X),H(Y)}
where

@ /(X;Y)>0 since positive terms in (3) have greater weight than negative ones
@ /(X;Y)=0 iffthe r.v. are independent, i.e. p(x,y) = p(x)p(y)
@ /(X;Y)<min{H(X),H(Y)} because

» X and Y cannot have more mutual information than the smallest entropy

I(X; Y) measures the average information in common among X and Y, i.e.
@ how many bits of information you get (on average)
> about one r.v.
> if you know the other
@ unlike entropy, mutual information more properly measures information received%
rather than uncertainty about what may happen
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Putting all together

Math passages similar to those already seen (pag 27) lead to the following equalities:

I(X;Y)=H(X)-H(X/Y)=

HX) H(Y)
=H(Y)-H(Y/X)=
— H(X)+H(Y) = H(X,Y) =
=H(X,Y)-H(X/Y)-H(Y/X)
which are well represented by the diagram
in the figure, which allows us to state predicates like... HOCY)
The first two equalities say that / (X; Y) measures source Wikipedia

the decrease in average uncertainty associated with a r.v , that goes

@ from the a priori entropy H (X)
@ to the posterior entropy H (X/Y)

and such a difference is precisely
@ the average amount of information that one r.v. gives about the other

For continuous r.v. the average mutual differential information is

VY — (.¥)
1(X;:Y) = [ [, p(x,y)log, 555 dxdy
which does not depend on the dynamics of the r.v. X and Y, since their densities
appear both in the numerator and in the denominator of the log,-argument
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Average mutual information as a distance measuere

In order to define a distance between the r.v. X and Y that depends on their pdf from an
information-theoretic perspective, it is possible to consider the quantity
d(X,Y)=H(X,Y)=1(X;Y)

which can also be derived from the previous equalities as

d(X,Y)=H(X)+H(Y)=21(X;Y)=H(X/Y)+H(Y/X)=2H(X,Y) = H(X) = H(Y)

It satisfies the properties of a metric (triangle inequality, non-negativity and symmetry), giving
@ min{d (X, Y)} = 0 iff there is a one-to-one correspondence between the realizations of X
and Y, that is, their values have and exact deterministic dependence
> indeed, in this case H (X, Y) = 1(X;Y) because H(X) = H(Y), so the minimum
and maximum between them are equal
@ max{d(X,Y)}=H(X,Y) iff X and Y are statistically independent
> indeed, in this case /(X;Y) =0

To normalize the quantity regardless of the size of the alphabet, we can consider the Rajski
distance, defined as

d(X,Y 1(X;Y
bx.y)— LX) 1Y)
H(X,Y) H(X.Y)
also known as the Jaccard distance between X and Y
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Now we talk about...

© Information measures for a pair of random variables

@ A machine learning perspective
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A dataset, revisited

A common machine learning setup is to have

@ a set of observations D made of N records R, = (X, Y) withn=1,2,--- /N
@ each consisting of a sequence X = xq, x2,- -+, xp of features, plus
@ a sequence of class labels Y = y1,y>,- -+, y. that tags the record as

belonging or not to each of the L classes

such that

@ one can devise an algorithm that can guess the most likely classes y
@ to which a new item described by a sequence of observed features X°
@ will be assigned

What happens here is that

@ some of the features are more relevant to the classification task,
@ while other features are not relevant at all

so in order to keep the complexity low and avoid overfitting,

@ we need to do a selection of the most useful features
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Dataset entropy, splitting, and information gain

We can think of the entropy H (D) of a dataset in terms of how the probability that its
records belong to the different classes is distributed = H (D) = Z/L:1 p(yi)log, p (1)

For example, in the case of a dataset relating to a single binary class, we obtain
@ H(D) =1if D is perfectly balanced having N/2 records for each value of the class,
@ or a lower value if D is unbalanced

We can then consider to split D into K partitions

@ depending on the possible values ag, ap, -+, ak assumed by the feature x,, so that

@ it is possible to evaluate a number K of conditional entropies H (D/ay), based only on
the records for which xp, = ay, for k =1,2,--- K

@ from which an average conditional entropy H (D/xm) = Zk p(ak) H(D/ay) is obtained

> H(D/xm) reflects the average balance obtained using the feature x;, as a criterion
for the subdivision

> the smaller H(D/xm) is, the more unbalanced the split is, and the more
discriminative xn, is with respect to the classes

The information gain associated to feature x, has been defined as
o IG (D, xm) = H (D) — H(D/xm) (4)

since it

@ describes the average reduction in uncertainty obtained by using feature xp,

@ the larger the IG, the better the split represents the classes

The features xm, that give the higher IG (D, xm) are those best suited

for the inference of a decision tree
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Feature selection through mutual information
and other ML applications

It is no coincidence that (4) is so similar to MI (p. 31), which now takes the form of
| (feature; class) = H (class) — H (class/feature)

thus expressing the same concept, after having reduced the problem to a 2D r.v.

@ mutual information [ (feature; class) can be evaluated in Python by calling the
mutual_info_ classif function in the scikit-learn package

@ a working example of the feature selection process based on the comparison of the mutual
information estimate in between each feature and the target class is illustrated here,
where the effectiveness of the method is validated using a decision tree classifier. The
related code has been replicated here, so you can experiment with it

@ also this is a valuable insight
@ further reflections on the analogies between mutual information and information gain are
provided here and there
Other applications of mutual information to Machine Learning can be found

@ in the field of independent component analysis, as well as
@ during the training phase of ANN models, as shown by the aspects highlighted throug
query to an Al chatbot
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Now we talk about...

© Maximizing information transfer
@ Average mutual information for an L-ary discrete channel
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A telecommunication point of view

This section takes the necessary steps to establish the theoretical maximum of the
information rate R that can be transmitted over a given noisy channel

Noise causes the transition probability matrix M, which

reports about the forward conditional probabilities p(y;/xi), X Ji
to have non-zero values off the main diagonal

Consider again a discrete source that emits symbols pj,i = plyj/xi)
x € {x;} from an L- dimensional alphabet, and the with i,j=1,2,--- ,L
corresponding symbols i} at the channel output
P &3y Y€ {yj} P P11 PL2  —  PLL
@ knowledge of the values p (x;), p(y;) and p(xi,y;) n= pz"l DN pz‘i
allow us to evaluate the mutual information between PL1  PL2 — PLL

any x;, y; pair as

p(xi.y
I (xi,y;) = log, p(x(,-)p(Jyj)-) = log,

which turns out to be

® /(xi,y)) >0 when p(y;/xi) > p(y;) or p(xi/y;) > p(xi)
= X, yj is a pair for which knowing the other side increases the prob. at the current side

p(xi/v;) j
o) 1082 70y

@ /(xj,y;) <0 when the above inequalities reverse direction
= in this case p (x;, y;) is smaller than p (x;) p (y;)
@ /(xi,y;)) =0 when p(x;,y;) = p(xi) p(y;) and Y is independent from X
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Per-symbol information transfer is bounded

Expectation of /(x;, y;) with respect to p(x, y) leads to the average mutual information
1(X;Y) > 0 and, according to the symmetry for /(x;,y;) (p.31), we get

I(Xr Y) - H (X) - H(X/Y) (5) from wikipedia ?
= HM)-HI/X) (6 * EH(\:\X)
so that / (X, Y) increases with o H(va)i i H()
@ the increas.e of the first term, and/o.r ?I(”)
@ the reduction of the second (less noise) v "
but these two amounts are not arbitrary Input x _ (Chamel Output y = x + noise

The maximum of | (X; Y') takes the name of channel capacity C [bit/symbol]
@ representing the intrinsic attitude of the channel about transferring information
@ making it unable to deliver more than C bit/symbol of information
More about the capacity C will be given shortly (p. 42); anyway, its evaluation involves
@ maximization of the average mutual information /(X; Y’), or equivalently
@ minimization of the amount of information lost in the transmission
For an analog channel with white gaussian noise at its output, the capacity
@ can be found to be C = Blog, (1 4+ SNR) bit/sec, where

@ B is the channel bandwidth and
@ SNR is the signal to noise ratio at the channel output
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Equivocation and noise entropy

In the outlined context, the conditional entropies H (X/Y) and H (Y /X) appearing in
(5) and (6) take the names shown in the title of the slide, since

Equivocation

H(X/Y) =32, (%, y)log, (X/y)
is subtracted from the source entropy H (X) in eq. (5), and represents the average
amount of information Jost due to noise in the channel
If the channel introduces no errors, or p(xi/y;) = 6 (i,j), then
@ equivocation is null because ¥;¥;p (x;, y;) log, W =XY;p(xi,yi)logo1 =0, and
i/Yj

@ /(X;Y) = H(X), so all the source information is transferred to destination

Noise entropy
H(Y/X) = EZP xi, y;j) log, (y/x)

is subtracted from the output entropy H (Y) in eq. (6), the value of which treats the
noise process as if it were an information signal. Indeed

@ although one might be tempted to say that the average information received is measured
by the entropy H(Y),
@ the part of it equal to H (Y /X) is false, because it is actually caused by errors

Alessandro Falaschi Information theory Signal Processing & Inform Theory



Now we talk about...

© Maximizing information transfer

@ Discrete channel capacity
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Discrete channel capacity

The analysis done so far (p. 38) depends both on

@ the forward probabilities p (y;/x;) describing the channel, and

@ the a priori p (x;) relative to the source, and the p (y;) about the output side
Instead

We want to define the capacity of the channel C as a quantity that expresses its

intrinsic ability to transfer information, independently of p (x) and p (y)

Finding the value of the capacity is an optimization problem, since it involves
@ identifying which density p (x) allows to achieve the maximum of /(X;Y) (5)
so the capacity is defined as

that is Cs = supyx) {/(X; Y)}  bits/symbol

@ the average mutual information obtained for the best possible source

Multiplying Cs by the symbol frequency fs (in symbols/sec) we obtain
C=f-Cs bits/second

The optimization problem is not trivial in general, and
@ solutions based on deep learning techniques have also been proposed, as well as

@ a multivariate extension applied to single-cell signaling responses
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Channel capacity implications

The Shannon's theorem for noisy channels asserts that

@ information can (theoretically) be transmitted along a channel without errors

@ as long as the entropy of the source Hy at the channel input is less than the value of the
channel capacity C

If instead H, > C

@ errors cannot be corrected and their probability increases with Hy

but the theorem

@ does not suggest how to find the optimal coding technique,
@ nor does it distinguish between

! w Encoder X" | Channel| Y" | Decoder W
source and channel coding — | —
L. X Message fn Encoded p(y -I) Received Gn E.m‘..m'@
limiting itself to ! ! "

@ indicating the limit performances obtainable with an optimal coding technique, that is,
capable of reducing the probability of error pe at will, provided that Hx < C
Since the channel capacity is defined as the maximum value of / (X, Y) for the best p (x)

@ if the p(x) that describes the messages produced by the source encoder differs from the
optimal one for the channel, then

@ the effective / (X, Y) will be less than the capacity
Examples: Noiseless L-ary channel, Noisy binary channel
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Now we talk about...

0 Information theory and biochemical signaling systems
@ Distinguishing the type of biological signal
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Nature of biological signals

We now illustrate the application of information theory to the field of biological signals, as
illustrated in Rhee, A. et al, The application of information theory to biochemical signaling
systems. Physical biology (2012), https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3820280/

Although it is difficult to define general mapping rules, we can say that the two
r.v. X and Y used in the telecommunication model can respectively represent

@ the concentration of a ligand and that of a protein, or

> of a gene expression, or
» of a transcription factor, or still

@ Y can take binary values as when it represents the fate of a cell

In turn, the conditional probability p (y/x) represents the factors of variability
either of the type

@ intrinsic (linked to the single chemical reactions involved) or
@ extrinsic (linked to environmental cofactors)
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Chemical reactions as a communication channel

Consider the given figure, in which a chemical reaction
produces molecule y in the presence of molecule x

(O The abscissa axis corresponds to the concentration
p (x) of x, which if centered on a low (yellow) or high
(red) mean value identifies two different physiological
states

O the gray band represents the p (y/x) conditional
probability of the biochemical channel, which
determines the p (y) response concentration to the two
different stimuli

(O the black line identifies the correspondence between
the means

In case A the variability introduced by the channel is
represented by the vertical height of the gray zone, and
(O it determines the values of y that are still separable
for the two input cases, therefore

(O also y is able to encode the binary information
indicated by x

In case B the channel introduces a greater variability, so
(O the concentration p (y) for the two cases overlaps,
making it indistinguishable whether the input signal was
yellow or red, when the response y falls in the
overlapping region

Alessandro Falaschi Information theory

A molecule molecule

Chemical
reaction

. Communication %
Concentration channet  P(¥1%)

ofy

P (x) 'Concentration
of x

B Communication
Concentration4 channel
ofy

2(y1x)

p(y)

-

= | .
\/ p(x) Concentration
of x
from Uda S, Kuroda S. Analysis of cellular signal
transduction from an information theoretic
approach Semin Cell Dev Biol. 2016 Mar;51:24
https://doi.org/10.1016/j.semcdb.2015.1
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Now we talk about...

0 Information theory and biochemical signaling systems

@ Peculiarities of mutual information
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A workaround for the measure of /(X;Y)

An important consequence of the symmetry
I(X;Y)=H(X)—H(X/Y)=H(Y)-H(Y/X)
is that although we usually wish to quantify
@ the reduction in uncertainty about X
@ provided by the response Y (represented by the former equality)
it is usually far easier to experimentally measure
@ the distribution p(y) of responses Y

@ from which evaluate H (YY) (which appears in the latter equality)
as well as to measure

@ p(y/x) when knows stimuli are given at the input of the channel
@ from which to evaluate H (Y /X)

but beware

@ when p(y) is estimated as an histogram, the # of samples should be large enough

@ and even larger (by quadratic law) for the estimation of p (y/x)
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I (X;Y) advantage over correlation

We already observed that

Sy p(xy) | _
I(X,Y)_Ex,y{logz 005 (y)} 0

if and only if the r.v. are independent, i.e. p(x,y) = p(x)p(y)

We studied that for covariance Ex y {(x — my) (y — my)} between two r.v.

@ the condition of statistical independence determines uncorrelatedness, but
@ not the other way around, unless the r.v. have been verified to be Gaussian

On the contrary, in the case of I (X; Y)

statistical independence of the r.v., without the need of making assumptions

zero average mutual information is a necessary and sufficient condition for
about their p.d.f.

In other words, while correlation captures only linear relationships between variables, the
measure of / (X; Y) transcends the nature of the link between the random variables
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Alphabet size can limit information transfer

As already noted at pag. 30, it results

1(X;Y) < min{H(X),H(Y)}

because X and Y cannot have more information in common than the smallest entropy

This upper bound also implies that

@ the range of values that the input and output can take

@ may limit the effectiveness of the communication channel
for instance

if we have a signal X that can take on 1.000.000 different values (an entropy as
high as log, 10° ~ 20 bits), but

the output Y can only take on one of two values (entropy at most 1 bit)
> this may often be the case for binary biological effects such as cell fate
then the mutual information between X and Y is necessarily 1 bit or less

result
a communication channel relying on a rich signal but poor output, or vice versa

can be limited in its ability to transmit information
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Now we talk about...

0 Information theory and biochemical signaling systems

o Capacity, bottlenecks, measurements, bias, and allowable distortion
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Capacity of biological channels

For many biological signaling channels
@ p(y/x) can be readily experimentally measured, whereas
@ p(x) cannot be easily estimated, particularly

> if X corresponds to commonly very low ligand concentrations or
> infrequent signaling events

However, the channel capacity C; = maxy {/ (X; Y)}
@ can be inferred (through optimization algorithms) and
@ the p(x) that determines the maximum of /(X; Y’) can be found

For biological channels the inferred capacity can provide realistic indications of the
amount of information transmitted, because

@ biological systems whose primary function is communication

@ can be expected to have evolved

@ to be optimally matched to the information sources that feed them
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Information flow in Drosophila embryo

It has been reportedm that
@ the average mutual information in between

> the concentration of the Bicoid (Bed) upstream signaling molecule and
> the downstream target gene product, Hunchback (Hg)
@ during early embryogenesis in Drosophila,
is almost equivalent (~ 1.5 bit) to the channel capacity (~ 1.7 bit)

[1] - Tkacik G, Callan Jr CG, Bialek W. Information
flow and optimization in transcriptional regulation.

.. =l
k=N N 2
Proc. Natl. Acad. Sci. U.S.A 2008;105:12265-70 B '\\ %
o
Hg gene expression varies within the nuclei S~ £
@ along the anterior-posterior axis of the Drosophila AF - Awig AF- foas

embryo, —.____\ —
@ diving cell differentiation, and the same happens for <B'm'd . fmﬁk>
the Bcd transcription factor -
Thus, the need for information flow from Bdc concentration to Hg expression
@ appears to be only 1 bit, but

@ experimental data reveal that excess capacity is actually being exploited
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Data processing inequality

At every step of information processing

@ information cannot be gained,
@ only lost

Considering a processing chain X - Y — Z
@ it happens to be I(X; Z) < I(X;Y), or equivalently,
@ Z contains no more information about X as Y does

This places bounds on information trasmission for pathways
made of multiple communication channels in series J

for example

@ X — Y is cytokine X signaling to transcription factor Y and
@ Y — Z is transcription factor Y signaling to concentration of expressed protein Z
then

@ the amount of information that Z provides about signal X
cannot be greater than that which Y provides on X

So, if the information flow between X and Y is particularly limiting,

this can place strict bounds on the fidelity of the response Z
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NF-kB pathway and its information flow

Tumor Necrosis Factor TNF

TNF-
@ is an activator of the cellular inflammatory response, and
@ its concentration encodes relevant information, such as
> the magnitude of infectious danger, TNF Receptor
@ transmitted through to downstream transcription factors, 1.25

@ such as NF-kB or ATF-2

By measuring the NF-kB and ATF-2 responses (e.g., nuclear concentration after

30 min stimulus) of many individual cells to various concentrations of TNF, it NF-B ATF-2

has been determined that the capacities of each of 0.92 0.85
N———’

@ the TNF - AFT2 and 1.05
@ the TNF - NFkB pathways

are only ~0.9 bits of information. This was a surprising result since

@ these pathways were thought to be able to accurately specify much more than binary
outcomes
@ combined, the network of pathways has only a marginally increased capacity of ~1.05 bits

Further investigation found that

@ the capacity was limited at the receptor level at ~1.25 bits
@ implying that the maximum capacity of the TNF network is ~1.25 bits

@ regardless of the number of pathways or branch fidelity %
From Cheong R et al 2011 Information transduction capacity of noisy biochemical signaling networks Science 334 354-8

Alessandro Falaschi Information theory Signal Processing & Inform Theory


https://en.wikipedia.org/wiki/Tumor_necrosis_factor
https://en.wikipedia.org/wiki/NF-%CE%BAB
https://en.wikipedia.org/wiki/Activating_transcription_factor_2
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3895446/

Data processing inequality consequence on measures

Consider the chain
X (signal) — Y (actual response) — Y' (measured response)

Although we might wish to quantify /(X; Y),
@ one is confined to measure /(X; Y') and
@ for I(X; Y’') to be close in value to I(X;Y)
@ the noise between Y and Y’ resulting from experimental errors must be minimal
It is critical to pay close attention to the degree of experimental noise, because
@ the variability of Y may be artifactually augmented by experimental noise and
@ the capacity of a system can be severely underestimated
Every experimental technique and experimental apparatus can in principle add noise to
the measurements, so that
@ experiments should be devised to measure
> the effect of each potential source of variability
> on the measured response
Alternatively, one can attempt to devise an assay which measures the total experimental

contribution to variability. Such an assay would typically require simultaneous
measurement of the response of interest using two largely independent methods

Alessandro Falaschi Information theory Signal Processing & Inform Theory



Data scarcity and bias

After minimizing the noise, one can proceed to

@ estimate entropy and mutual information from the experimental data,
@ which often appear as continuous values, to be collected within the histogram bins

Bias Recall that entropy depends on the range of values that a r.v. can realize, but

@ a finite data sample, by its nature

> will not reflect the full range of the underlying distribution and
> will give the perception that the distribution is thinner than it really is

thus the entropy estimated on a finite data sample will be lower than the actual entropy
@ although this negative bias will diminish as the sample size increases
Similarly, also H(Y'/X) is negatively biased, but more strongly than H(Y'), since

@ by definition the sample used to estimate H(Y') is larger than the one available to
estimate H(Y'/X) (the sample for Y is the aggregate of all Y /X samples)

Thus, from the equation /(X; Y) = H(Y)— H(Y/X) it is evident that estimated mutual
information will be positively biased

@ although again also this bias will diminish as the sample size increases

Alessandro Falaschi Information theory Signal Processing & Inform Theory



Countermeasures to bias

For many biochemical communication channels involving a scalar input and scalar output
@ at least ~20 sample responses are needed per distinct signal bin considered
@ however, if either the input or output is chosen to be described by a pair of r.v., the
sample size should grow as the square
One (bootstrap) method of combating the bias B is based on the fact that
@ B — 0 as the sample size N — oo, and this allows
@ to write the estimate as a series expansion in terms of the inverse sample size,
@ so that we can write the estimate of mutual information for a sample of size N as
Ibiased:Ioo“v‘%‘F%‘f'%‘i‘n-
where Ipiaseq is its biased estimate, I is the estimate in the infinite sample size case,
and a; are coefficients to be (in turn) estimated. For sufficiently large N,
@ all terms above the first order are made negligible, and

. . . . . . 1, .-
@ the biased estimate is linearly related to inverse sample size biased

Very nicely, this linear relationship can be estimated Lt

@ by computing the mutual information on subsets of the data i t t f
of different sizes, 0.025 0.05 0.1

. . . . . 40 20 10
@ plotting the biased estimate versus inverse sample size, and

1
N
N

@ fitting a line, and extrapolating to 1/v — 0 (corresponding to N — c0),

thus obtaining an unbiased estimate I
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Rate distortion theory

How much average mutual information is necessary if errors are allowed?

The rate distortion theory is the approach to addressing the problem of
@ determining the minimum capacity of the channel such that

@ errors will not hinder biochemical functions

Any improvement in the quality of a channel
@ has an associated cost (e.g. more energy), and

@ an errorless channel would be impractical or unfeasible

Knowing the relationship between

@ increasing the tolerable amount of distortion D and

@ the corresponding decrease in the required information flow R (D)

would aid in the understanding of biological communication channels
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Rate distortion function evaluation and meaning

The rate distortion function R (D) is defined as

@ the minimum amount of average mutual information R required
@ to ensure that the average level of distortion for a given source is < D

and can be formulated as a constrained optimization problem
R(D) = miny, /) {I(X;Y)} subjectto E.,{d} =%.X,p(x)p(y/x)d(x,y) <D
where d (x,y) is a measure of distortion d for a couple (x, y) of signals

@ for instance, if (x,y) are both scalars then a measure or distortion function d (x, y) is
their squared difference, i.e. d (x,y) = (x — y)?

@ differing measures of distortion may cause the minimization to arrive at different results

A major result of rate distortion theory is that

@ the capacity of a communication channel must be at least R (D)

@ in order to ensure that the average distortion is less than or equal to D
Furthermore, R (D) is a continuous non-increasing function, thus

@ if the acceptable level of error is increased
@ then the required capacity stays the same or decreases

For an example of application of these concept to cellular behaviour, you can check

@ Andrews, B. W., & Iglesias, P. A. (2007) An information-theoretic characterization of the optimal gradient sensing

response of cells. PLoS computational biology, 3(8), €153

@ P. A Iglesias, "The Use of Rate Distortion Theory to Evaluate Biological Signaling Pathways" in IEEE Trans. on
Molecular, Biological, and Multi-Scale Communications, vol. 2, no. 1, pp. 31-39, June 2016
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Conclusions

Signaling pathways and networks have evolved
@ to inform the cell about changes in the environmental conditions
@ including the presence and current function of the neighboring cells

As a result, these networks

@ are specialized in the processing and transmission of information
@ in order to confine the decision space of phenotypic responses and
@ to enable appropriate reactions to a dynamic environment

Many diseases, including multiple forms of cancer,

@ may emerge and progress if this information processing capability is impaired or
@ if information leads to an inappropriate match between

> environmental cues and

> such cell responses as proliferation and apoptosis

Thus, an information based analysis may provide a useful ground for discussion of

@ how signaling and cell decision processes are controlled in health and disease, and
@ how they can be affected by mainstream treatment modalities

Anyway, this is the link to a Drive with many articles on
applying information theory to biological contexts
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